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Goal : Secure communication

, Secure channel >
Alice Bob

> Messages cannot be tampered with

> Messages cannot be overheard



Information - theoretic security

Unbreakable encryption scheme : The one-time pad

nice
Eve

Bob

key ciphertext key
&

V

public classical 2
v

message > channel message

! ↳
message 0101100 1... ciphertext 1100110 1

...

random key 10010100 ... key 10010100 ...

↓

random -> Ciphertext 11001101 ... message 0101100
1
...



Information - theoretic security

Unbreakable encryption scheme : The one-time pad

nice
Eve

Bob

key ciphertext key
&

V

public classical 2
v

message > channel message

Cryptographic key :

1
. Uniformly random
2. Identical for Alice and Bob S Allows for unbreakable encryption
3
.

Unknown to Eve (Shannon
,
1949)



Composing protocols

Secure channel

Key
distribution

device

A, KB
-

&

Alice OTP
V

Bob

C
message M ↓ C = MQKA > M' = Coki & messageM

V

E

Idea : Security of the whole system follows from security of its parts

(Security guarantee for OTP) + (Security guarante of hey generation) => Security guarantee for
the channel



Why Quantum Cryptography ?

underlying problem :

insecurity 1 = probability that the - factoring large integers
scheme is broken)

1
RSA algorithm

<
poly
-

11) quantum-safe
insecure ! ("post-quantum")

algorithm

algorithmic
discovery

hardware2

zt = 0
L

evolution

I I
> time

↑ quantumeo

first universal (quantum (

quantum computer algorithmic discovery



Unbreakable security : Quantum key distribution

How is this achieved ?< Security proof

General structure :

Assumptions
Security proof

S Security
guarantee

What are the

mathematical tools
What do we assume about

the devices
,
information carriers

,

for proving the How do we mathematically
security statement ? formulate security ?

adversary ,

etc.?

Mathematical theorem I Should match physical reality !



Unbreakable security : Quantum key distribution

Example : RSA encryption

Assumptions
Security proof

S Security
guaranteeReduction argument :

A procedure that allows
Large numbers cannot to decrypt messages also
be factored efficiently allows to factor efficiently Messages encrypted with

1 Land can therefore not RSA cannot be decrypted
exist)

Quantum computers
invalidate this assumption



Cautionary tale I :

Watch your definitions

#F
·



How to define security ?

Recall : Properties of a cryptographic hey
QKD device

1
. Uniformly random
2. Identical for Alice and Bob

V V

KA En 3
.

Unknown to Eve

M (measurement on El
V

Z

used in the early days of
W

QID security proofs

Proposal for security definition :

(i) Pr(KAFKi] En (saptures 2
.
)

(ii) SupE/PKAZ-PuXPz1 = E2 (captures 1 . + 3
. ) Is this secure ?

* uniform distribution
I .e., secure in any application ?

I

[( [a(Ka : E) = max I (KA : z) En
M -

X 7
accessible mutual
information information



Composability issue : Information Locking

Secure channel

Key Security guarantee :
distribution

device
* Pr[kA + kz] En
A max I (KA : z) En
M

KA, E
,kB

ts

Alice OTP
V

Bob
More natural: Put measurement M

C at the end of the whole protocol
message M ↓ C = MQKA > M' = Coki & message M

Sheep quantum information as long as possible)

E measurement M

tz V

Z

Composability issue : Optimal measurement at time to might not be the same as at time to

7 There exist explicit attacks that exploit this fast

[Konig
,
Renner

,
Bariska

,
Maurer

, 2006]
=> Paradigm shift in QKD due to

composability issues



-Solution: Composable security definition

Real system
Ideal system

states
,

QKD KAS measurements, Kis
KA <

device
> Kis channels,...

1

M

~ no information V

E
E goes to

Eve

Quantum state describing this system : described by great E
ideal
SAKE SE

& M

-> / h= whole hey , i. e.,01001011 ...
= Pr [bey = b] ; Security definition :
1241 = #keys of

Alice & Bob

share the same
lengthh key

A QID protocol is -secure if
Eve has no

=> each possible bey information
is equally likely about the hey

Il great e - Sue 3

I has been derived within a composable framework,
so it guarantees security in any application



Cautionary tale II :

Watch your assumptions

#F
·



Composability & Device-independent QKD

QKD device
Alice Bob

> Auth
.

channel &
CA E S CB

KAS RA - - Ris > Kis
Quantum channel

> QA M
> QB

↑
QID

↑
QID

A B

V V

E

Device-independence : Treat QA and Qg as black boxes

s no assumptions about their inner workings

We have security proofs for DIQKD for the composable security definition

What can go wrong ?



Composability & Device-independent QKD

QKD device
Alice Bob

Round 1 : >

CA <
Auth

.

channel
s CB

&

kS RA - - Ris > (1
1 Quantum channel

,> QA QB
↑
QID

QID Problem :A

-V Behaviour of QA , QB in round 2

E Information on In can reveal information about 14

V V

QKD device
Alice Bob Example :

Round 2 :
>

CA <
Auth

.

channel
s CB

& # is a bit string
,

i
. e ., a

number
.

Kz RA - - Ris > 1 &A , Gi could force the protocol
> QA Quantum channel

, QB
↑
QID

QID to about starting from the roundA

-V
that corresponds to Kn

.

E Information on K2

V W

QKD device
Alice Bob

Round 3 : >

CA <
Auth

.

channel
s CB

&

Ky RA -
Quantum channel

,

- Ris > /3
> QA QB

↑
QID

QIDA

V V
1

↓ E Information on 13
↑

~ V

-

-

-



Composability & Device-independent QKD

Issue : The composability framework used to derive the security definition does not allow us to

reuse the devices

< another composability issue !

=> DIQKD is only secure if we assume that the devices are memory less

I goes against the fundamental idea of device-independence

How to solve this ?

We need to exted the framework to allow for reusing devices



A framework for

(quantum) communication protocols

in spacetime 1

·
Space

based on joint work with Renato Renner (in preparation



Challenge : How to define randomness ?

What is randomness ?

1

Intuitively :

Someone who has access to all the

knowledge in region E should not

be able to predict R.
R

T
·

How to formalise this mathematically ?
E

Classical : Pre = PuXPE
↑ uniform distribution

Quantum :
Sie = SrQSE ?

& T
Does not

space
exist !



Challenge : How to define randomness ?

What is randomness ?

1
The issue with SE :

Se = Sa & SxQ910970 ...

!
&

=> Manysopies of the same quantum state !

T ·
E

= Can build maps between spacetime regions
that can clone arbitrary quantum systems

id Violated the no-cloning theorem !

space



Challenge : How to define randomness ?

What is randomness ?

1

T ·
2.↑ A E

&

on time slices [-
Quantum states are - a priori - only defined



The framework : General idea

Spacetime I Panorama space
Ip

↳

M

0 I O⑮
3

Panorama state : Spe Ip
space

Contains all information about the

Indicates which regions/objects we are

world at any time (past/future
interested in



The framework : General idea

Most important part : Connection between the two spaces via "extraction maps
"

Spacetime I Panorama space
Ip

ext A

↳ AL E ⑪
> ⑮

M

⑫

space

extB I O3
Panorama state : Spe Ip

I A5
,
B7 : representations of A , B

contain all information about the
Definition: Representation spacetime regions
At is a representation of A if extA is

independent of (A
* ) C :

exta = Mat -Aotj1t)
can overlap !



The framework : General idea

Example : Unitary map

Spacetime I Panorama space
Ip

Al Br

↳ NABe A'B'

⑭-1

M

&

I O%
⑧

B

3
Panorama state : Spe Ip

space

I



The framework : General idea

Example : Unitary map

Spacetime I Panorama space
Ip

Al
a

Bic

NABe A'B'

... ⑮⑧ ⑧

A B
&

extAB

M

-1

eXtA' Bi

I All information that is in A'BI was already

Panorama state : Spe Ip
space

in AB.

extA'D' = YAB-A't' o extAB



The framework : General idea

Most important part : Connection between the two spaces via "extraction maps
"

Spacetime I Panorama space
Ip

ext A

↳ AL E ⑪
> ⑮

M

⑫

space

extB I O3
Panorama state : Spe Ip

I A5
,
B7 : representations of A , B

contain all information about the
Definition: Representation spacetime regions
At is a representation of A if extA is

independent of (A
* ) C :

exta = Mat -Aotj1t)
can overlap !



The framework : General idea

Most important part : Connection between the two spaces via "extraction maps
"

Spacetime I Panorama space
Ip

-
extB

↳

M

VDC A :

space

AL

D

3

ext A

I Panorama state : Spe Ip

I
Also works for spacetime regions !

Definition: Representation
CI is a representation of C if exte is

> Can assign a state Spe to a

independent of (C
* )

ext = M(z
+potj+))

spocetime region



The framework : General idea

Application : Randomness

Spacetime I Panorama space
Ip

↳ * ⑮
⑮

E
1

M

and Sp = Tr Smaximally mixed) .

I Olives here
3

space

Definition : A system M is called random if it is independent of E , i. e
.,
there exist representations It

and EE such that

SR- E = Sr= QSEE



The framework : General idea

Application : Randomness

Definition : A system M is called random if it is independent of E , i. e
.,
there exist representations It

and EE such that

Sr+ Et = Sr= QSEt (A)
and Sp = Tr Smaximally mixed) .

Important : There exists a protocol that can achieve this !

~

R St = tra (14X4/rri) = E (loxol + 11x1)) = Tr
-r

CNOT 1PTRRF (100 + 113)

11

Q A

(10 + 11 10) AND one can show ( *) !

I



Why not Quantum Field Theory ?

· Quantum field : G(x) XxxT t
1

· Correlation functions : &

<210(x)b(y)(r)
· X =
(

, t)

·Scattering amplitudes ·
Y

IT
, PCI

↓ (T) = &F
7

=> QFT expresses everything in terms of the predicted statistics ( = classical information(

Not sufficient for QID !

QKD device
Recall : 1st security definition was based on classical information

* Pr[kA + kz] En -- v

> Composability issues Ka E KD
* Sup El PKaz-PuXPzl = Ez

M (measurement on El
M

V

Z

We need to be able to talk about quantum information !



Outlook : Application to more protocols

DIQKD : Reusability of devices Quantum position verification

:
·

Vi
·

Un

Alice Bob

M -
K2

QKD device

M

12 M

->

CA <
Auth.

channelsCBK2 Ra Quantum channel
,

> /z
M

↑
QID

↑
QID

A B

1 1
-V

E ⑥

↳ kn k ↳
QKD device

Alice Bob

kS R
<Auth channel

C e > (1 M1 Quantum channel
, QB

M

↑
QID

↑
QID

A B

-V

E
a

v
·

vz

3 3

space space

& Find a way to represent this in Position of the party is a

the abstract Hilbert space Ep Cryptographic credential

I


