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Whatis randomness ?



Whatis randomness ?

"RSA (
...
] can fail catastrophically

when used with malfunctioning random number generators ...
"



Whatis randomness ?

imperfect Perfect"randomness

L J



Howcan randomness even exist ?

random Unpredictable

1

Quantum mechanics :

Everything evolves unitarily !
--

=> From an information theory
↑ F perspective , there can never

-... to
be anything new

11
no randomness
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Howcan randomness even exist ?

A quantum experiment : "(10a + 11a)
50 % 50% Measurement in

computational basis
h -

O 1 random bit

Unitary evolution : Model the measurement device 14
M

(10a + 11a)4341c1((0y18y + 1xq(u)

measurement
random bit ?



Howcan randomness even exist ?

requires a pure input state

L

A quantum experiment : "(10a + 11a)
50 % 50% Measurement in

computational basis
h -

O 1 random bit

SQ-highly entangled with the restO
It

universe Pure

⑨
= An all-powerful adversary can guess

and /or influence the bit



Randomness is only possible

if we restrict the availability of information !

it take
?

What
does



Definingrandomness If this was true,

randomness would be

impossible
· Random system R (e . g .,

bit string of length 1)

· knowledge of the advesary E (quantum system) "Everything else"

Two properties :

1. Uniform distribution : Sm= IrX ia

1

2
. Independence :

SRE = Sr * SE

1 State-of-the-art definition of randomness ( R

⑧

-E

What does E contain ?
&

space



Definingrandomness

1

R

-E

&

space



Definingrandomness

1 Intuitively :

Someone who has access to all the

knowledge in regionE should not be

able to predict M
.

R

T
⑧ How to formalise this mathematically ?

Classical : Pre = PuXPE

E
↑ uniform distribution

Quantum :
Sie = SrQSE ?

& y

space The joint state

does not exist !



-Generalcorrelations ?

A
World line of A

-
described by Str between A at time to and to ?

I L

Can we describe correlations

⑧ t
Issue : The joint state State

described by St

does not exist !

Approaches for temporal correlations :

A · Pseudo density matrices

> · quantum combs

Space o ...

What about general spocetime regions ?



What about more general correlations ?

A

We would like to write
,

e . g.

SAB = SAQSi⑪ but these states do not necessarily exist

:
>

Space



A panoramic model

of quantum information in spacetime

joint work with Renato Renner (in preparation

1

·
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The framework : General idea

Spacetime I Panorama space
Ip

↳

M

0 I O
⑮

3
Panorama state : Spe Ip

space
Contains all information about the

Indicates which regions/objects we are

world at any time (past/future
interested in



The framework : General idea

Most important part : Connection between the two spaces via "extraction maps
"

Spacetime I Panorama space
Ip

M

extA : Hp = HA

↳ AL E

-> . I O⑫
exti : Hpc His

Panorama state : Spe Ip
space

I
Sa = exty(Sp)

SB = ext z(Sp)



The framework : General idea

World model :

↳

M

iton a
INV = [5

, Ip , Sp , nexta] des] ⑮
3

I
· T - spacetime : partially ordered set

space

· Up-panorama space : Hilbert space that

captures all possible states of the world

· Sptlp-panorama state : captures our knowledge about all systems in spacetime

· Sexty]Des
- extraction maps : connect spacetime regions with abstract knowledge

1. "admissible regions" = Spacetime regions that admit a quantum state description

= Basic information about the situation we want to describe

Some consistency conditions have to be fulfilled
, for example !

If BE A
,

then there exists a CPTP map MAzy such that

⑳ exti = MA + +0 extA



The framework : General idea

Most important part : Connection between the two spaces via "extraction maps
"

Spacetime I Panorama space
Ip

↳ AL E ⑪
> ⑮

M

⑫

space

ext A

I O
extB

3
Panorama state : Spe Ip

I A5
,

B7 : representations of A
, B

Definition: Representation contain all information about the

At is a representation of A if extA is
spacetime regions

independent of (A
* ) C :

exta = Mat -Aotj1t)
can overlap !



The framework : General idea

But what about general space time regions ?

Spacetime I Panorama space
Ip

M

& extc-

C

=

exta

I ⑭A

3
Panorama state : Spe Ip

space

I
Definition: Representation -

admissible regions

Co is a representation of C if exte
,

is independent of 194" for all CE1 with CEC :

extci = My + c :
0 try+

a Representations exist for all

spacetime regions !



The framework : General idea

Spacetime I Panorama space
Ip

M

·
⑪

3

I ⑭
space

I
Why is this useful?

SA
, SD , SAB might all not exist but At and BP are subsystems of Jp

=> Safe exists



Application: Randomness

Spacetime I Panorama space
Ip

⑧

T

1

R

E I ⑨⑮ 1

& Lives here

space

Definition : A system M is called random if it is independent of E
,

i. e
.,

there exist representations It

and EE such that

SR- E = Sr= QSEE

and Sp = Tr Smaximally mixed) .



Application: Randomness

Definition : A system M is called random if it is independent of E
,

i. e
.,

there exist representations It

and EE such that

SR- E = Sr= QSEE
and Sp = Tr Smaximally mixed) .

Sanity check : If Size exists
,

does it coincide with the current definition?

1
We can show :

If is and E' are representations of M and E

such that

Sp+ E
= Jr= Set /

F then

Sre = extre (Sree) = SuSE .

>

space

I



Application: Randomness

Definition : A system M is called random if it is independent of E
,

i. e
.,

there exist representations It

and EE such that

Sr+ E
= Sr= QSEt(x)

and Sp = Tr Smaximally mixed) .

Important : There exists a protocol that can achieve this !

~

R St = tra (14X4/rri) = E (loxol + 11x1)) = Tr

-r

CNOT 1PTRRF (100 + 113)

11

Q A

(10 + 11 10) AND one can show ( *) !

(I will space you
the proof

I



andomness: Lessons learned

1

R St = tra (14X4/rri) = E (loxol + 11x1)) = Tr

-r

CNOT 1PTRRF (100 + 113)

11

Q A

(10 + 11 10)

1

What does E contain ?

R

T
⑧

E

&

space
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andomness: Lessons learned

1

R St = tra (14X4/rri) = E (loxol + 11x1)) = Tr

-r

CNOT 1PTRRF (100 + 113)

11

Q A

(10 + 11 10)

1

What does E not contain ?

R

⑧

· We assume that we can prepare a system in a

T
pure state

E
· E does not have access to the traced out system is

&

space

I



Moreapplications

Example : Quantum position verification (QPV)

Position of the party is a Cryptographic credential

~VVz tz ↑ - Prover : Has to prove
that

2 he is at position X

V
,Vz-Verifiers : Check that P is

↳ t
1 actually at position X

u Missing : A composable security proof

·
v

· V Challenges : Events happen at different times
1

3 Points in spacetime are a

space
cryptographic credential

Security statement : If the check at spacetime points (Vitz) and CV2 , tz) was successful,
then the prover P was at position (X

, +1)

7 Needs a framework that takes into account spacetime

I



Questions ?


