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Two types of protocols:

1. Using quantum to enhance efficiency:
- Super-dense coding

- Quantum source coding

2.  Using quantum to enhance security:
- Quantum key distribution

- Quantum random number generation

- Cloud computing (e.g. blind quantum computing)

~
transmitting two bits of information with one
use of the channel

- efficient compression of quantum information

~ unbreakable security from quantum principles

~ provably unpredictable numbers

-
secret computation on

a quantum server



Security in quantum communication
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Security proof for a 
communication protocol
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Oblivious transfer

Security proof for a 
communication protocol

Assumptions Security guarantee
• Bob receives the correct bit
• Bob cannot learn the other bit
• Alice does not learn c

universal for two-party cryptography

Classically: computational assumptions

Quantum?
Also not without assumptions :-(

e.g., Bob only has bounded quantum memory
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Blind quantum computing

Security proof for a 
communication protocol

Assumptions Security guarantee
• The output is correct
• Bob learns nothing about the 

circuit, the input, and the output

Classically: impossible
Quantum: Alice can prepare quantum states
Classical Alice: Need additional assumption,
e.g. second quantum computer
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Secure message transmission
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Classically: RSA

Assumption: Factoring large numbers is hard
Not for a quantum computer!
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More about quantum cryptography: More about QKD:


