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We can give a mathematical security proof for QKD protocols
-> this is the advantage of quantum cryptography over its classical

Counterpart !
-> we have to be very precise in various aspects ; definitions

, assumptions, ...

Questions :

1. What does it mean for a cryptographic scheme to be secure ?

Security definition ; approximations ; quantitative measures

2. What assumptions enter the security proof ?

What does it mean that the security is based on quantum theory ?

When does the schrödinger equation enter ? Quantum gravity ?

Before we attempt to answer these questions ,
we need to emphasize

that cryptographic schemes do not exist isolated :
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Let's move to the first question: How to define security for a

cryptographic scheme ?

The "real world- ideal world" paradigm : Define ideal functionality and show that
the real scheme is close to it.
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Note: The ideal cryptosystem is secue by definition.

"Security" >"functionality of the ideal system"
(can capture more geneal properties ,

e. g., randomness)

Tashs : (1) Identify ideal functionality for QKD scheme

(ii) Identify a distance measure to estimate how far the real system is

from the ideal one.



(i) What is the ideal QKD functionality?

To guarantee information - theoretic security,
a key has to fulfill the

following properties :

1. KA = Ki

2. uniformly random hey leach possible key is equally likely , i. e.,

for a key of length 2 : PrCK= h] = 21 for all bego
,
11%

3. It is secret
,

i
.e., only Alice and Bob know it

.

Perfect (-bit key :

Choose KA = Ke 20,
134

KAS uniformly at random.
> Kis

1

z
Trivially different

ideal

Skaky =Xkolkxk from realschees

because of different
interface for Eve

Add interface for Eve :

KAS > Kis

v

E
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We don't need the real scheme to be equal to the ideal one ;

It suffices if it is Carbitraily) close.

> We need a distance measure that captures this in a sensible was



(ii) Identify a distance measure

( keep in mind the aspect of composability /

How far is greal from gideal ?

Trace distance : D/greal , gideal) = All greal-gideal 11
,

II giIn = Tryp

Why is this a good choice ? Operational interpretation :

· D(g,
0) quantifies how distinguishable two statesdre fundamentally

& Independent of how Alice & Bob use the key ,
if it is close to

a perfect key this doesn't change :

D(E(greal) ,
Elgidealy) 1 D(greal , gideal (

· D(greal
,

gideal = E can be interpreted as the failure probability
of the protocol generating greal : With probability 1-5

,
the protocol

generates gideal

Security definition

A QKD protocol is a-secure if

ideal↳ Il SDE-SkalE In = E
,

whee sideE =E luxulluxus S.



Remark on composability : Two keys can be composed to a single hey :

Two security guarantees :

al El SkEn-SuSEnE En

b) E11 SE-SUSE
,
In = Es

EISE - Sup. Su & Se In

E-SESS-

Es

(9) En
property of

-
> En + 22 Hand

=> The Key K = Kiky is (En + [2)-secure

Other possible security definitions :

(To gain some intuition which properties are important)

(i) mit II See-Sur * E =

-
D' (S

,
0)

D' 19,
0) [ D(g,

0) <ID' (g
, 0) (Connection to trace-distance (

But : We cannot directly add Es as above.

Kas 3 KB

(ii) Mutual information :
2

E

max [ (KA : 2) < E measurement M
M V

Z (classical)
Makes sense if one considers on isolated QKD protocol,
but not if you embed it info larger cryptocysten (e.g.

with OTP).



How to prove security of a QKD protocol?

We need to show: E 11 greahe-Surau Sell1

Steps in the protocoli
After the quantum phase : Raw keys RA , Ris

· partially correlated

· partially secret

Error correction

V

· new strings Ma = Ty <perfectly correlated)

· still partially secret

Privacy amplification
Crandomness extraction)

W

· Fa = Ei still holds

· uniformly random

· independent of Evels knowledge

Error correction

(Example that is optimal in theory)

Alice sends a compressed version of RA to Bob
,

i
. e

.,
a "hash" Cof RA

(public communication) .

Bob guesses Alice's string RA based on his bit string Rhy and the hash C

The length of C for optimal hash function is given by the smooth

max-entropy , i. e.,

1 Cl = HrCRAIRy)
,

Cup to a small additive constant of order logted
where EEC is the failure probability of the error correction procedure.

> Ka = Ra
,

Mi = fec(Ri ,
c)



Privacy amplification

Alice and Bob apply a hash function fin to KA , Es.
The number of uniformly random bits KA that can be extracted from RA
such that

&
ke

= SUSE
is given by the smooth min-entropy :

Hin IEAIE)
,

where I is the probability that the privacy amplification scheme fails.

> KA = fiACEa) ,
Ki = fra (a)

Connection to the security definition:

Quantum Leftover hashing Lemma :

EllStra)alfe-Sura * Stelle 25 + 2. (Hin(Fale) - (+2)

!
& EPA

Choose ( (the Length
of the key S . to this

holds(

7 The QKD protocol is E= &Ec + SPA-secue·

Important quantities to evaluate in the security proof :

HCRA ,
RB)

Hemin (KalE)



2
. Assumptions

security proof

Assumptions > Security guarantee

1 Security only holds if assumptions are fulfilled !

* Alice and Bob have access to an authenticated classical channel

I can be achieved with a small initial secret
, a "Password" (

* The labs are isolated

Inecessary to insue that no unauthorized information leaks)

* Trust in the devices : Levery trust is an assumption)
- Device-dependent , device-independent,

Semi-Di

- Trust in classical devices such as RNGs

* Quantum theory is correct :

- We need the state space formalism + quanten channels

- We do not need the Schrödinger equation
What about quatur gravity ?
-> Depends on what aspects of quantun theory has to be adapted
-> Can gravitational effects increase Eve's predictive power ?

A Quantum theory is complete: No other theory can have improved
pedictive powes

(follows from correctness + existence of free randomness)

counterexample : "Kish cypher" ,
which is based on themodynamics

-> secure within therodynamics ,
not within QM .


